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Abstract. Privacy is a central concern in the information age. In some
circumstances, customers’ decisions whether to use firms’ services rely
on the extent of privacy that firms are able to provide, for example,
the use of certain banking services, health care information technology
[7]...etc. Firms thus face crucial assessment of investment on privacy-
preserving technologies. Two important factors affect firms’ valuation:
(1) a customer’s valuation of his private information and (2) a cus-
tomer’s profitability to the firm. The former determines the potential
customer base that a firm can exploit given certain privacy protection,
and the latter establishes profits that a firm can make. Both factors
have some random components which can be best described by their de-
scriptive probability distributions. We view firms’ evaluation processes
as a variant of Stackelberg type leader-follower game under complete
information with customers taking the role of the follower. Firms inte-
grate customers’ optimal decisions into their valuation. Rational utility
maximizing customers optimally decide whether to use firms’ services
by linking to their own decision threshold. The threshold is their own
fair valuation of privacy connected to their private information. This
fair privacy valuation is determined by a standardized premium over a
fixed privacy rank related to values of private information common to
the general population. This assertion is motivated by a recent research
study [2]. We explore how the two underlying distributions and their de-
pendence structures impact firms’ investment valuation. Copulas, useful
tools to study the relationship between random variables, are used to al-
low great flexibility on constructing bivariate distribution functions from
arbitrarily univariate marginals with various dependence structures. We
find that dependence structures and underlying univariate distributions
have significant impacts on valuation. This suggests that, for appropri-
ate investment decision making, firms shall be cautious on estimating
underlying univariate distributions and their dependence structures. If
distribution validation is not empirically possible, firms shall proceed
with distributions and dependence structures which are practically jus-
tifiable for their market segments/industries. Our results identify several
cases where the government intervention may be required to have firms
invest in privacy-preserving technologies.
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1 Introduction

Consumers place a positive value on their private information and in many cases
act upon their values of privacy to decide whether to use a firm’s services. [7]
shows that a major barrier to consumer acceptance of a health information
technology, in particular personal health records, is that private information may
not be adequately protected. On the other hand, firms make investment decisions
about privacy-preserving technologies, which require the technology adoption
to yield them enough compensation for making investment. We are interested
in assessing privacy-preserving technologies to formulate useful guidelines for
firms’ investment decisions and to make inferences, if any, about the necessity
of government intervention to encourage firms’ investment in privacy-preserving
technologies. This job distinguishes our work from other privacy related works.

In general, most privacy related works focus on issues related to clarifying
the privacy trade-offs that individuals will make to gain access to specific ser-
vices or quantifying individuals’ privacy values. [2] seeks to quantify how general
privacy attitudes impact the price participants set for revealing private informa-
tion. Through experimental auctions, they show that a trait’s desirability in
relation to the group plays a key role in the amount people demand to publicize
private information. [4] suggests that the information-seeking organization has
to offer financial incentives and convenience (i.e., privacy mitigation strategies)
in exchange for individuals to relinquish personal information. They apply the
expectancy theory of motivation, and find that benefits – monetary reward and
future convenience – significantly affect individuals’ preferences over Web sites
with different privacy policies. Using the technique of conjoint analysis on sur-
vey data collected from participating institutions, they are also able to quantify
the value of Web site privacy protection. Observing that research has uncov-
ered a dichotomy between stated attitudes and actual behavior of individuals
facing decisions, privacy and personal information security, [1] provides an anal-
ysis of the dichotomy, outlining an experimental design to test their hypothe-
ses about the observed inconsistency. More recently, multidisciplinary fields of
human-computer interaction (HCI) have emerged with a raft of work on privacy
in computing. [3] updates the development of HCI from psychology aspects, giv-
ing explicit attention to the emergence of computer-supported cooperative work
and pointing out that having both “useful and usable” computing systems are
of paramount importance. In accordance with the “useful and usable” criterion
postulated by [3], [6] proposes a privacy expectations and security assurance
offer system satisfying this criterion. Under the proposed system, the on-line
organization offers consumers choices of privacy preferences and security levels
with fee schedules. Consumers will get compensated if their designated privacy
is violated. This proposed system thus bears the benefits of enhancing consumer
privacy choices, creating a market for privacy preferences, and providing direct
incentives for privacy offering organizations to care about the security of personal
information.
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Two unique factors affect firms’ investment valuation in our model: (1) a cus-
tomer’s valuation of his private information and (2) a customer’s profitability to
a firm. The former determines the potential customer base that firms can exploit
given certain privacy protection and the latter establishes profits that firms can
make from customers using firms’ services. For example, a customer who wants
to use banking services may consider his total wealth as private information. At
the same time, it may be the case that the wealthier the customer, the more
profitable it is to the bank. Clearly, different customers could demand different
levels of privacy protection. For example, a very wealthy individual would care
more about keeping his investments private compared to an average customer.
A similar phenomenon can also be observed in medical research domain. A per-
son who is HIV positive could be more valuable to medical researchers working
on a vaccine for HIV. On the other hand, such HIV positive patients may be
more sensitive about their privacy. In this paper, our goal is to analyze how
the relationship between these two factors affects firms’ decisions to invest in
privacy-preserving technologies.

In our valuation process, we view firms’ evaluation processes as a variant of
a Stackelberg leader-follower type game under complete information with cos-
tumers taking the role of the follower. We assume homogenous customers. Each
costumer chooses whether to use a firm’s services by solving his own utility maxi-
mization problem. In our model, customers’ utilities link directly to the degree of
privacy which they believe that the firm can provide. Rational utility maximizing
customers will use a firm’s services if and only if the firm’s privacy-preserving
technology can provide a level of privacy protection no less than their thresholds.
The threshold is their own “fair” rank/level of privacy connected to their val-
uation of private information. When individuals are more sensitive about their
private information, they will assign higher values for their private information.
This fair privacy rank is determined by a standardized premium over a fixed
rank of privacy related to values of private information common to the general
population. In the context of this paper, a privacy-preserving technology could
be anything ranging from specialized tools to protect individual privacy to the
simple promise of not sharing customer data with outside companies. Clearly,
each of these cases can have different costs to the firm. For example, a firm may
loose some potential income if it is not selling its customers’ information.

The specification of fair privacy rank is motivated by the study of [2] which
shows that, with more than 95 percent statistical confidence, a linear relation-
ship exists between an individual’s belief about a trait and the private value he
places on it. For example, overweight people tend to valuate their private weight
information with higher prices. By using standard tools for analyzing Stackelberg
games, we find the equilibrium behavior using backward induction. Customers
(the follower) decide whether to use firms’ services by maximizing their util-
ity functions given firms’ privacy-preserving technologies adopted. Firms (the
leader) then integrate customers’ decisions into their valuation and will adopt
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the technology if and only if technology adoption yields them nonnegative prof-
its. We simplify the game setting without considering competition among firms,
which could lead to potentially dynamic movements among customers. In addi-
tion, we do not consider the existence of certain privacy regulations. Instead, we
focus on analyzing the impacts of two underlying univariate distributions and
their dependence structures. We leave such extensions to future work.

To allow sufficient flexibility in formulating bivariate distribution functions, we
employ copula functions. Copula functions describe the interrelation of several
random variables separated from the marginals to arrive at the joint distribu-
tion function. There are several advantages to use copulas, including: (1) We
may know a great deal about (or it’s easier to estimate) marginal distributions
of two underlying individual variables, but we may know little about (or it’s
difficult to estimate) their joint behaviors. Copulas allow us to piece together
joint distributions when only the marginals are known with certainty (or can be
best guessed). (2) Using a copula as a basis for constructing bivariate joint dis-
tribution functions is flexible because no restrictions are placed on the marginal
distributions, i.e., marginals can come from different families. (3) The separa-
tion of dependence structure and marginals permits great flexibility in deriving
a richer class of joint distribution functions, in which the level of dependence
among variables can go beyond standard ones.

Thanks to copulas, we are able to explore values of privacy-preserving tech-
nologies with a richer class of joint distribution. In majority cases, the mean
of distribution of customers’ profitability to firms is positively related to firms’
revenues. On the other hand, the impact of its volatility is inconclusive. We cau-
tion that this does not mean “volatility” doesn’t really matter if for instance
the confidence interval of expected profits is discussed. Furthermore, the distri-
bution of customers’ valuation of private information affects firms’ investment
decision making in accordance with two underlying marginals. In some cases,
the investment evaluation is irrelevant to the mean and the standard deviation
of customers’ valuation of private information. In these cases, it suggests that
the customer base is implicitly given by the adjusted excess level of privacy pro-
tection from technology adoption (i.e., αp−b

a to be formally defined in Sect.2.2).
This in turn implicitly suggests that, given these situations, firms would likely in-
vest in privacy-preserving technologies requiring significant costs if government
regulation provides additional motivation. Finally, we find that the impact of
dependence structure on firms’ investment decision making hinges on underly-
ing univariate marginals. The Pearson correlation, ρ, measures the dependence
structure of two underlying marginals under the Gaussian copula. Depending on
the two univariate underlying marginals, ρ may be independent of, negatively
related to, or positively related to the possibility of firms’ privacy-preserving
technology adoption. In some cases, the necessity of government is positively
related to the correlation of the two underlying marginals. Our results draw at-
tention to the importance of thorough estimation when obtaining the underlying
marginals and dependence structures for optimal decision making.
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2 The Model

2.1 Background Information

We consider a firm facing a privacy-preserving technology investment problem.
The adoption of this privacy-preserving technology, P , will pose a fixed invest-
ment cost K.1 Alternatively, we can view that the technology adoption would
cause a firm an opportunity cost K due to preventing the firm from using certain
private information (eg. facebook’s new privacy controls). In return for the cost
K, the firm will make profits from customers who use firm’s services given that
the privacy-preserving technology can provide them with the required level of
privacy protection. For a firm’s potential customer group, I, each individual is
assigned a customer profile characterized by his valuation of private information
and his profitability to the firm. For example, for customer i ∈ I, his profile re-
vealed to the firm is (xi, yi), where xi represents customer i’s valuation of private
information and yi represents customer i’s profitability to the firm. We assume
complete information, that is, xi and yi are publicly available information2. The
random variables associated with customers’ valuation of private information,
X , and customers’ profitability to a firm, Y , can be best described by their de-
scriptive probability distributions, which can be characterized by corresponding
cumulative distribution functions, FX(x) and FY (y) respectively. We proceed
with the firm’s valuation as a Stackelberg leader-follower type game with cus-
tomers as the follower. In our simplified game setting, a customer’s strategy is
defined to be a set of D = {0, 1} with 0 representing not to use firm’s services
and 1 otherwise. Following standard procedures, we solve the problem back-
wards. Given the firm’s adoption of the technology, P , customers (the follower)
choose their strategies, which are to use or not to use the firm’s services, by
solving their utility maximization problem. In our specification, customers’ util-
ity maximization links directly to their valuation of private information and the
level of privacy protection that the firm’s privacy-preserving technology can pro-
vide. The firm (the leader) then integrates customers’ decisions (i.e., the best
response function in the terminology of game theory) into their valuation. Given
the customers’ decision function, the firm’s expected revenues from technology
adoption is the expected values it can receive from customers under the joint
distribution function FX,Y (x, y). Clearly, the market mechanism makes it the

1 It does not necessarily mean that this analysis work is only appropriate for valu-
ating a single privacy-preserving technology adoption. Rather, we can consider the
privacy-preserving technology P as any possible combination of available technolo-
gies resulting in different services and costs. That is, P can be considered as an
element of the power set P(S), S = {s1, s2, ..., sn}, n ≥ 1 where si, i = 1, 2...n
represents different technologies. Apparently, there would be at most 2n possible
combinations as well as associated costs. When P = ∅, it indicates that no privacy-
preserving technology is evaluated; hence K = 0 in this scenario. When n = 1, it
resorts to the valuation of single technology adoption. When n > 1, we can valu-
ate all potential combinations and rank them in order to make the best investment
decision.

2 In practice, we can identify these information through marketing research for example.
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case that the firm will make the investment if and only if the investment yields
non-negative profits.

2.2 Customer’s (Follower’s) Decision Function

We solve the problem backwards. Given the firm’s adoption of the technology, P ,
an individual customer chooses his strategy, D, which maximizes his utility. We
assume homogenous individuals. For each individual customer i ∈ I, we define
his utility function as:

U(xi, D) = (2D − 1)
(
αP − (a × |xi − μX |

σX
+ b)

)

where D = {0, 1}, μX and σX represent the mean and the standard deviation
of X respectively, both a > 0 and b > 0 are constants, and αP > b is a con-
stant representing the level of privacy protection that the privacy-preserving
technology P can provide3. Obviously, rational customers would choose D = 1 if
αP ≥ (a× |xi−μX |

σX
+b) and D = 0 otherwise. That is, a customer’s optimal strat-

egy in response to his utility maximization solution relies solely on his value of
private information and privacy protection that the firm’s privacy-preservation
technology can provide. That is, a customer’s best response exclusively depends
on the threshold, which is his own fair valuation of privacy connected to his
private information. For facilitating our further exposition, we define such a rule
as a customer’s decision function given:

D(xi) = �
a× |xi−μX |

σX
+b≤αP

,

The basic intuition behind this decision function is that a customer would use
a firm’s services if the level of privacy protection provided by the technology
is no less than his “fair” level of privacy connected to his valuation of private
information. The fair level of privacy consists of two components: (1) a basic
level of privacy related to values of private information common to the popula-
tion, b (exogenously determined in our model), and (2) an extra level of privacy
determined by a weight, a (given in our model), of his mean absolute devia-
tion standardized by volatility, |xi−μX |

σX
. This specification is motivated by [2] in

which the authors show that an individual in a group would demand a higher
value of private information if his trait deviates from that of average population
segment in the group, and the further his trait is away from that of average
population segment, the higher the value of private information is demanded.
We set αP = 0 if the firm does not invest the privacy-preserving technology;
therefore, the firm would definitely lose all customers and make no money if not
investing technology P at a cost K.4

3 Again, we assume complete information; thus all parameter values are publicly avail-
able information.

4 Alternatively, denoting α0 as a level of privacy preservation provided by a firm
without investing technology P , we can set α0 = αP − ε > b, ε > 0. It would
guarantee that a larger portion of customers is obtained if investing technology P ,
a property we’d like to retain.
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2.3 Firm’s (Leader’s) Valuation Function

Once customers’ optimal decisions have been solved, the firm solves the invest-
ment problem by integrating customers’ decisions into their valuation. Therefore,
the firm’s expected profits from investing technology P is the expected profits
generated from customers using firm’s services given:

V (x, y, K, D(x)) =
∫

X×Y

yD(x)dFX,Y (x, y) − K. (1)

From (1), a clearly defined joint distribution function is required for valua-
tion. To arrive a richer class of joint distribution functions, we employ copula
functions, which describe the interrelation of several random variables separated
from the marginals to arrive at the joint distribution function.

3 Copulas

We first present a generalized version of copula definition along with important
theorems when exploiting copulas, i.e., Sklar’s Theorem and Invariant Theorem.

Definition 1. Copula, expressed as C, is a multi-dimensional function having
uniform marginal distribution that satisfies the following three conditions:

1. C : [0, 1]n → [0, 1];
2. C is a grounded and n-increasing function;
3. C has margins Ci that satisfy Ci(u) = C(1, ..., 1, u, 1, ...1) = u, u ∈ [0, 1].

We next state the important Sklar’s Theorem (1959) which shows the existence
of the copula function and the relation between the univariate margins and the
multivariate distribution function.

Theorem 1. For any multivariate distribution function F (x1, ..., xn) = P (X1 ≤
x1, ..., Xn ≤ xn) with continuous marginal functions Fi(xi) = P (Xi ≤ xi) for
i ≤ i ≤ n, there exists a unique n-dimensional copula function, C(u1, ..., un)
such that

F (x1, x2, ..., xn) = C(F1(x1), F2(x2), ..., Fn(xn)). (2)

Corollary 1. From (2), under the assumption that Fi and C are differentiable,
the following canonical representation holds:

f(x1, x2, ..., xn) = c(u1, u2, ..., un) ×
n∏

i=1

fi(xi) (3)

where

– f(x1, x2, ..., xn) is the density corresponding to F (x1, x2, ..., xn) and fi(xi)
is the density corresponding to Fi(xi).

– c(u1, u2, ..., un) = ∂nC(u1,...,un)
∂u1...∂un

is called the copula density.
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Equation (3) states that, under appropriate conditions, the joint density can be
written as a product of marginal densities and the copula density. It is clear that
the copula density c encodes information about the dependence among Xi’s;
thus, c is sometimes called a dependence function. We will rely much on this
formulation in our valuation. The Invariant Theorem (stated below) shows that
the dependence between random variables is completely captured by the copula,
independent of the shape of the marginals.

Theorem 2. Consider n random variables X1, ..., Xn with a copula C. Then, if
g1(X1), ..., gn(Xn) are continuously strictly increasing on the ranges of X1, ..., Xn,
then the random variables Y1 = g1(X1), ..., Yn = gn(Xn) have exactly the same
copula C.

4 Valuation under Various Copulas

We are interested in understanding how the two underlying univariate marginals,
FX(x) and FY (y), and their dependence structures would affect our valuation.
We accomplish this goal by making use of copulas. We explore the impacts of
different copulas (equivalently dependence structure) and marginals. We start
first with the independent copula to capture the independent case. We then
explore the elliptical copulas derived from elliptical distributions. We focus on
the Gaussian copula, a member of elliptical copula families, which bears the
Gaussian distribution type dependence structure.

4.1 Independent Copula

We first consider the case that the random variables, customers’ valuation of
private information, X , and customers’profitability to a firm, Y , are independent.
As a consequence of Sklar’s theorem, random variables are independent if and
only if their copula is the independent copula given as: C(u1, u2) = u1u2. By
using the independent copula, the joint distribution function FXY (x, y) is given:
FXY (x, y) = C(FX(x), FY (y)) = FX(x)FY (y), and, assuming FX and FY are
differentiable, we have: fXY (x, y) = fX(x)fY (y), where fX and fY are density
functions corresponding to FX and FY respectively.

Proposition 1. 1. The firm’s revenue is positively related to the mean of cus-
tomers’ profitability to the firm, μY , and independent of the shape of distri-
bution of Y .

2. If X ∈ IR and is a symmetric probability distribution (ex. Gaussian), the
firm’s revenue is positively related to the excess level of privacy protection,
αP − b, and is negatively related to the ”weight”, a. The valuation is inde-
pendent of mean and standard deviation of customers’ valuation of private
information, μX and σX .

3. If X ∈ IR+, the firm’s revenue is positively related to �F , where �F =
FX( (αP −b)×σX

a + μX) − FX

(
(−(αP −b)×σX

a + μX)+
)
.

Proof. See Appendix A. ��
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Proposition 1 indicates that if two distributions are independent, the firm’s in-
vestment tendency in privacy-preserving technologies increases with increases in
the mean of customers’ profitability to a firm. In addition, the smaller “adjusted”
weight a and the basic level of privacy, b, the greater the probability that firms
will make the investment. Moreover, if the distribution of customers’ valuation
of private information is symmetric with domain IR, the customer base is im-
plicitly given by the adjusted excess level of privacy protection from adopting
technology, i.e., αp−b

a . This in turn suggests implicitly that firms would likely
invest in privacy-preserving technologies requiring significant investment costs if
government takes intervention.

Corollary 2. The break-even investment amount, which defines the threshold
of firms’ investment cost in privacy-preserving technologies5, is:

Kbrk =

⎧
⎪⎪⎨

⎪⎪⎩

(
FX( (αP −b)×σX

a
+ μX ) − FX

(
(−(αP −b)×σX

a
+ μX)+

)
)

μY , if X ∈ IR+

(
FX( (αP −b)×σX

a
+ μX ) − FX(−(αP −b)×σX

a
+ μX)

)
μY , if X ∈ IR

.

4.2 Elliptical Copula

Elliptical copulas are the distribution functions of componentwise transformed
elliptically distributed random vectors. We choose to work on the Gaussian cop-
ula for two reasons: (1) Bivariate normal distributions are widely used in mod-
eling works due to its convenient available formulation of distribution function
with linear correlation structures. (2) We can contrast how the results may be
misleading if the underlying marginals are not normal but only correlated with
Gaussian distribution type correlation structures. For this latter purpose, we
work on underlying marginals from either exponential or pareto distributions.
The results are different and we caution that management should exercise careful
attention to estimating or justifying the underlying marginals.

Gaussian Copula. By C(u1, u2) = F (F−1
1 (u1), F−1

2 (u2)), we obtain the two
dimensional Gausian copula:

CGa(u1, u2; ρ) = ΦΣ

(
Φ−1

1 (u1), Φ
−1
2 (u2)

)

=

∫ φ−1
1 (u1)

−∞

∫ φ−1
2 (u2)

−∞

1

2π
√

1 − ρ2
exp

(
− s2

1 − 2ρs1s2 + s2
2

2(1 − ρ2)

)
ds1ds2,

(4)

where Σ is the 2 × 2 matrix with 1 on the diagonal and ρ otherwise. Φ is the
cumulative distribution function (cdf) of a standard normal distribution while

5 This is the largest investment cost that a firm would be willing to tolerate for un-
dertaking the investment.
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ΦΣ is the cdf for a bivariate normal distribution with zero mean and correlation
matrix Σ. Since FX(X) ∼ U1 and FY (Y ) ∼ U2, we again can write

FXY (x, y) = CGa(u1, u2; ρ) = CGa(FX(x), FY (y); ρ),

and assuming that FX(x) and FY (y) are differentiable, we have:

fXY (x, y) = cGa(FX(x), FY (y))fX(x)fY (y), (5)

where cGa is the Gaussian copula density, and by (4), we have:

cGa(u1, u2) =
1

√
1 − ρ2

e
ξ2
1+ξ2

2
2 +

2ρξ1ξ2−ξ2
1−ξ2

2
2(1−ρ2) (6)

where ξ1 = φ−1(u1) and ξ2 = φ−1(u2).

A. Both Random Variables are from Normal Distributions. The nor-
mal distribution is often used to describe any variable that tends to cluster
around the mean, and this may well be the case in our two variables. There-
fore, we first suppose that both variables X and Y are from normal distribu-
tions. That is, X ∼ N(μX , σX) and Y ∼ N(μY , σY ), thus we have: FX(x) =

1
2

[
1 + erf( x−μX√

2σ2
X

)
]
, fX(x) = 1√

2πσ2
X

e
− (x−μX )2

2σ2
X , FY (y) = 1

2

[
1 + erf( y−μY√

2σ2
Y

)
]
, and

fY (y) = 1√
2πσ2

Y

e
− (y−μY )2

2σ2
Y , where erf(x) =

∫ x

0
2√
π
e−t2dt, an error function. Then,

by (5) and (6) with ξ1 = φ−1(FX(x)) = x−μX√
σ2

X

and ξ2 == φ−1(FY (y)) =
y−μY√

σ2
Y

where we use the fact that φ−1(z) =
√

2erf−1(2z − 1), z ∈ (0, 1), we

obtain:

fXY (x, y) =
1

2πσXσY

√
1 − ρ2

e
−

(x−μX )2

σ2
X

−2ρ(
x−μX

σX
)(

y−μY
σY

)+
(y−μy )2

σ2
Y

2(1−ρ2) (7)

which arrives the bivariate normal distribution with the correlation structure ρ.

Proposition 2. 1. The firm’s revenue is positively related to the mean of cus-
tomers’ profitability to the firm, μY , and is independent of the standard de-
viation.

2. The firm’s revenue is positively related to the excess level of privacy protec-
tion, αP − b and is negatively related to the weight, a. The firm’s revenue
is independent of mean and standard deviation of customers’ valuation of
private information, μY and σY .

3. The Pearson correlation structure, ρ, does not have impacts on the valuation.

Proof. See Appendix B. ��
Proposition 2 yields a surprising result that when two underlying distributions
are from normal, the correlation structure does not affect valuation. The invest-
ment rule prediction is exactly the same as that proposed in the independent
case.
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Corollary 3. The break-even investment cost is: Kbrk = erf[αP−b)√
2a

] × μY .

B. Both Random Variables are from Exponential Distributions. By (5)
and (6) with ξ1 = φ−1(FX(x)) =

√
2erf−1(2FX(x)−1) and ξ2 =

√
2erf−1(2FY (y)

− 1), we obtain the general form of a bivariate joint distribution density under
Gaussian correlated structure:

fXY (x, y) =
1

√
1 − ρ2

e
(
√

2erf−1
(2FX (x)−1))2+(

√
2erf−1

(2FY (y)−1))2

2

× e
2ρ(

√
2erf−1

(2FX (x)−1))(
√

2erf−1
(2FY (y)−1))−(

√
2erf−1

(2FX (x)−1))2−(
√

2erf−1
(2FY (y)−1))2

2(1−ρ2)

× fX(x) × fY (y) . (8)

Though the exponential distribution is applied mainly in reliability model-
ing, due to its mathematical simplicity, it has been applied in various other
situations such as the product demand distribution, the distribution of indi-
vidual income...etc. We now assume that the random variables, X and Y , are
from exponential distributions. That is, X ∼ Exp(λX) and Y ∼ Exp(λY ), thus
we have: FX(x) = 1 − e−λXx, fX(x) = λXe−λXx, FY (y) = 1 − e−λY y, and
fY (y) = λY e−λY y. Moreover, they are jointly distributed with a Gaussian dis-
tribution type correlation structure with the correlation ρ. We can easily obtain
fXY (x, y) by plugging FX , fx, FY , and fY into (8).

Proposition 3. 1. The firm’s revenue is independent of the mean and stan-
dard deviation of X, but is positively related to the mean and standard devi-
ation of customers’ profitability to the firm.

2. The firm’s revenue is positively related to the excess level of privacy protec-
tion, αP − b, and is negatively related to the adjusted weight, a.

3. The firm’s revenue is negatively related to the correlation ρ.

Proof. See Appendix C. ��
Proposition 3 exhibits that although the mean and the standard deviation of
customers’ valuation of private information are still irrelevant to the valuation,
the correlation affects the valuation. The valuation results are negatively related
to ρ. In this case, the necessity of government intervention is positively related
to the correlation of the underlying two distributions.

C. Both Random Variables are from Pareto Distributions. The Pareto
distribution shows rather well in describing the allocation of wealth among in-
dividuals. In some cases, customers profits to the firm may be well correlated
to individual wealth, for example the usage of some banking services. In view of
this, we assume that both random variables X and Y are from Pareto distribu-
tions. That is, X ∼ Pareto(xm, α), xm > 0, α > 0, x ∈ [xm,∞) and Y ∼
Pareto(ym, β), ym > 0, β > 0, y ∈ [ym,∞) , thus we have: FX(x) = 1 − (xm

x )α,

fX(x) = αxα
m

xα+1 , FY (y) = 1 − (ym

x )β , and fY (y) = βyβ
m

yβ+1 . In addition, we assume
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α > 2, and β > 2 to guarantee that the second moment of the distribution is
defined. Moreover, they are jointly distributed with a Gaussian distribution type
correlation structure with the correlation ρ. We can easily obtain fXY (x, y) by
plugging FX , fx, FY , and fY into (8).

Proposition 4. 1. The firm’s revenue is negatively related to ρ, and given ρ,
the positivity yields better valuation results.

2. The firm’s revenue is positively related to the mean and standard deviation
of customers’ profitability to the firm.

3. The firm’s revenue is negatively related to the mean and standard deviation
of customers’ valuation of private information.

Proposition 4 is obtained through numerical integration with convergence guar-
anteed. The impacts of correlation structure are similar to those of Proposition
3 with an additional property that, given ρ, the positivity results in better val-
uation. Unlike Proposition 2 and 1, firms have stronger tendency to invest in
privacy-preserving technologies if the distribution of customers’ valuation of pri-
vate information is less volatile, even when it links to the smaller mean.

5 Conclusion

We study firms’ optimal investment decisions on privacy-preserving technology
adoption in a Stackelberg leader-follower game. We solve the problem backwards.
The market mechanism ensured that it is benefitial for firms to undertake the
investment as long as it yields non-negative profits. We arrive at the explicit
formula for the threshold of a firm’s investment cost in privacy-preserving tech-
nologies, which is the largest investment cost that a firm would accept for un-
dertaking the investment. By means of copulas, we are able to explore values of
privacy-preserving technologies with a richer class of joint distribution functions.
We find that dependence structures and underlying distributions affect valuation
significantly. Our results identify several cases where the government interven-
tion may be required to have firms invest in privacy-preserving technologies.

For all cases under the independent copula and the Gaussian copula, the mean
of distribution of customers’ profitability to firms is positively related to firms’
revenues. That is, the higher the mean, the stronger is the motivation that firms
have to adopt privacy-preserving technologies. However, the impact of its volatil-
ity is inconclusive. We caution that this does not mean ”volatility” doesn’t really
matter if for instance the confidence interval of expected profits is discussed; we
leave this for our future work. The impact of the distribution of customers’ val-
uation of private information varies with the two underlying marginals. For the
independent case, if customers’ valuation of private information is a symmetric
distribution with domain IR, the investment evaluation is irrelevant to its mean
and standard deviation. The bi-normal and the bi-exponential distributions yield
the same conclusion. In all these three cases, the customer base is implicitly given
by the adjusted excess level of privacy protection from technology adoption (i.e.,
αp−b

a ). This in turn implicitly suggests that given these situations, in majority
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cases, firms would likely invest in privacy-preserving technologies requiring sig-
nificant costs if the government regulation provides additional motivation. For
the bi-pareto distribution, both mean and volatility affect valuation negatively;
that is, in this scenario, firms may be motivated to invest in privacy-preserving
technologies if its mean and volatility are small. Finally, the dependence struc-
ture under Gaussian copulas exhibits different effect for different underlying
univariate marginals. Surprisingly, for a bivariate normal distribution, Pearson
correlation, ρ, does not affect firms’ valuation. This would yield the same in-
vestment rule as the independent case. For a bi-exponential distribution and a
bi-pareto distribution, the possibility of firms’ investment in privacy-preserving
technologies is negatively related to ρ. For the bi-exponential distribution, the
necessity of government intervention is positively related to the correlation of the
two underlying marginals. In addition, for a bi-pareto distribution, given ρ, the
positivity yields better valuation results. Thus, for appropriate investment de-
cision making, firms should be cautious about estimating underlying univariate
distributions and their dependence structures. If distribution validation is not
empirically possible, firms should proceed with distributions and dependence
structures which are practically justifiable for their market segments/industries.

Since the Gaussian copula function is radial symmetric and thus does not
have tail dependence6, it may give misleading results if used in the model when
in fact the joint distribution has the asymmetric tail dependence property. We
suspect that in some market segments/industry, the asymmetric tail dependence
property may actually exist and may affect valuation significantly. Therefore, we
will study Archimedean copula families which allow for capturing the tail depen-
dence in future work. In addition, the dependence structure may vary as time
progresses. Thus, working with dynamic copulas should be an interesting exten-
sion. Moreover, the extension to integrating Bayesian learning and competition
among firms into our valuation model is left for our future study.
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A Proof of Proposition 1

Proof. The firm’s expected profit from investing technology P is given:

V (x, y, K) =
∫

Y

∫

X

�
a× |x−μX |

σX
+b<αP

fX(x)yfY (y)dxdy − K . (9)

If X ∈ IR, from (9), we have:

V (x, y, K) =
∫

Y

∫ (αP −b)×σX
a +μX

−(αP −b)×σX
a +μX

fX(x)yfY (y)dxdy − K

=
(
FX(

(αP − b) × σX

a
+ μX) − FX(

−(αP − b) × σX

a
+ μX)

)
μY

− K , (10)

and if X ∈ IR+, we have:

V (x, y, K) =
(

FX(
(αP − b) × σX

a
+ μX) − FX

(
(
−(αP − b) × σX

a
+ μX)+

)
)

μY

− K . (11)

All propositions directly follow from (10) and (11). ��

B Proof of Proposition 2

Proof. Using (7), the firm’s expected profit from investing technology P is given:

V (x, y, K) =
∫ μX+

σX
a (αP −b)

μX−σX
a (αP −b)

∫

Y

y

× 1

2πσXσY

√
1 − ρ2

e
−

(x−μX )2

σ2
X

−2ρ(
x−μX

σX
)(

y−μY
σY

)+
(y−μY )2

σ2
Y

2(1−ρ2) dydx − K

= erf[
αP − b√

2a
] × μY − K . (12)

All results follow directly. ��
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C Proof of Proposition 3

Proof. The firm’s expected profit from investing technology P is given:

V (x, y, K) =
∫ 1

λX
(1+αP −b)

1
λX

(1−αP −b)+
cGa(FX(x), FY (y)) × λXe−λXxdx

∫

Y

yλY e−λY ydy

− K . (13)

Using (6) in the above equation with FX(x) = 1 − e−λXx, FY (y) = 1 − e−λY y

and performing change of variables in x, it follows immediately that λX does
not impact V (x, y, K), but V (x, y, K) is positively related to the term αP −b

a . In
addition, 1

λY
is positively related to V (x, y, K). We perform numerical integra-

tion for the effect of ρ. ��
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