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Abstract

Availability of low cost sensor nodes has made Wire-
less Sensor Networks (WSNs) a viable choice for mon-
itoring critical infrastructure such as power grid, civil
structures and others. There are quite a few approaches
in the literature that use WSN to monitor pipelines
(water, gas, oil, and various other types of pipelines).
The primary goal of all these protocols is to detect de-
vice malfunctions such as pipe leakage, oil spillage etc.
However, none of these protocols are specifically de-
signed to handle a malicious active adversary such as
terrorist attacks. In this paper, we present a game the-
oretic approach to monitoring pipeline infrastructures
using WSNs in the adversarial context. More specifi-
cally, we use Stackelberg competition to model attacker-
defender interaction and derive the equilibrium condi-
tion of such a game under appropriate utility functions.
Finally, we show that a monitoring system can do no
better by deviating from its equilibrium strategy if the
adversary acts rationally.

1. Introduction

Due to the availability of low cost sensor nodes,
Wireless Sensor Networks (WSNs) are rapidly gain-
ing popularity in infrastructure monitoring. There are
quite a few proposed approaches in the literature that
use WSNs to monitor critical infrastructures includ-
ing power Grid [7], civil structure [15] and others. In
this paper, we present a game theoretic approach for
pipeline monitoring using wireless sensor networks in
an adversarial context.

Pipeline infrastructure is considered to be a very
critical component for any national economy [6].
Pipelines are vastly used to distribute oil, natural gas,

water, sewage etc. across the country. Therefore, pro-
tecting and monitoring pipelines is a mission critical
job for a thriving economy. Lack of monitoring, on the
other hand, may result in loss of critical natural re-
sources. For example, a major oil spillage of 1 million
liters remained undetected for five days in Alaska [17].
Fortunately enough, this spillage was accidentally de-
tected by a field worker driving through the area on
March 2, 2006. In fact, Wikipedia1 reports a very long
list of accidents that arose from some form of pipeline
malfunction. Apart from the loss of valuable natural
resources, most of these accidents were also responsible
for human casualties. One such notable example is the
1998 Jesse pipeline explosion [2] in Nigeria. This explo-
sion has reportedly cost the life of nearly 700 villagers.
These incidents clearly underscore the importance of
implementing a robust pipeline monitoring and pro-
tection system.

In recent years, the availability of low cost wireless
sensor nodes makes WSNs to be a more viable choice
in pipeline monitoring than their wired counterparts.
In fact, Jawhar et. al. has identified the following
advantages of a WSN over a traditional wired network
in monitoring a large pipeline infrastructure in [6].

1. Even the tiniest damage in any part of the long
wiring structure may render the whole monitoring
system useless in a wired monitoring network.

2. Since surveillance across a long network is a very
difficult task, it is easier for a human attacker to
disable a wired monitoring system by cutting the
network wires in an unprotected part.

3. Finally, determining the point of failure in a wired
network requires a thorough scanning across the
entire network length in the worst case.

1http://en.wikipedia.org/wiki/List of pipeline accidents
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In a pipeline monitoring system using WSNs, inex-
pensive wireless sensors are deployed in strategic places
across the whole pipeline infrastructure. Each of these
sensors are placed to sense a particular physical phe-
nomenon. For example, a sensor in a water pipeline
monitoring system might be responsible for sensing
phenomena such as water quality (e.g., pH level), water
pressure, water velocity etc. Each sensor periodically
sends some aggregate measure of the raw collected data
to a control system. The control system analyzes these
data collected from the entire network and detects haz-
ardous conditions such as device malfunctions, outside
intrusions etc.

Quite a few protocols have been proposed in the lit-
erature to monitor pipelines using wireless sensor net-
works (e.g., [6, 9, 14, 16, 17]) over the last few years.
All of these protocols investigate the challenges in de-
ploying a WSN to detect and monitor device malfunc-
tions such as pipe leakage, pipe blockage etc. That
is, these protocols are not designed to take into ac-
count the presence of a human adversary. A recent
study by the United States Congressional Research Ser-
vice, however, identified ‘terrorist attack’ as one of the
prominent threats to the U.S. pipelines [10]. According
to an ABC news [1] article, there are at least 497 ac-
counts of oil pipeline vandalism within a single calendar
year in Nigeria alone. Pipeline sabotage has been re-
ported as a very common occurrence in Nigeria in that
same article. Several of such sabotages have caused
pipeline explosion and resulted in human casualties.
This article clearly demonstrates that terrorist attacks
pose a significant threat to the safety of a pipeline in-
frastructure.

We classify the activities of an active adversary into
two broad categories. However, the ultimate objec-
tive of an adversary for both these categories is to dis-
rupt the normal operation of a pipeline infrastructure
to achieve some predefined attack goal.

• Direct Attacks: Attack on Pipeline Infrastructure.
This category includes all the direct attacks on
a pipeline infrastructure by an active adversary.
Vandalism, creating holes or leaks on pipes etc.
are all examples of such attacks.

• Indirect Attacks: Attack on Pipeline Monitoring
System. In these attacks, an adversary does not
directly attack the pipeline infrastructure. Rather,
an attacker compromises a few sensor nodes and
injects false data to deceive the monitoring system.
This leads to false state estimation by the control
system and may result in unwanted consequences.

The first category mentioned above is pretty
straightforward. To better illustrate the second cat-

egory, let us consider a WSN based oil pipeline moni-
toring system. Let us further assume that an adversary
may compromise a particular set of sensor nodes. Also
assume that these nodes measure the amount of oil flow
in the associated pipes. The adversary can repeatedly
substitute the actual sensor readings of these nodes by
some lower values. This would lead the control system
to erroneously assume that less oil is flowing through
the pipes and eventually increase oil flow. As a result
of this increase, the corresponding pipes may contain
more oil load than they can sustain. Eventually, this
excess flow may lead to oil spillage, pipe leakage, and,
in the worst case, pipe explosion.

In fact, direct malicious activities (e.g., pipeline van-
dalism) on a pipeline system are extremely hard (if
not impossible) to prevent. Extreme security measures
such as armed security guards, electrified fence etc. can
effectively deter a malicious adversary from directly at-
tacking a pipeline. Unfortunately, such extreme mea-
sures are not possible to deploy for the entire length of
long infrastructures like that of pipelines. Therefore, it
is extremely important for a defense mechanism with
budgetary constraints to identify the most important
parts of a pipeline infrastructure and enforce tighter
security around them.

As we have already mentioned, most of the existing
protocols (e.g., [6, 9, 14, 16, 17]) are primarily designed
to sense device malfunctions such as leakage, blockage,
rupture etc. in the pipelines. We argue that most of
these protocols are able to detect direct attacks like
that of pipeline vandalism. This is true because these
attacks always result in a device malfunction regard-
less of the attack type. However, it yet remains to be
a question whether these protocols are smart enough
to handle more subtle indirect attacks. In fact, Liu
et. al. [8] argues that approaches targeting to catch
arbitrary bad measurements (i.e., device malfunctions)
can also detect arbitrary malicious data injections in
the context of power grid monitoring. This is because,
such malicious data injections can be assumed as ar-
bitrary device failures. However, the authors showed
that an adversary can bypass these approaches if he
systematically injects bad data into the system. We
argue that their findings are equally applicable to the
context of pipeline monitoring system. That is, an ad-
versary can bypass almost all the existing protocols
(e.g., [6,9,14,16,17]) by systematically injecting false
data into the monitoring system. We further illustrate
this claim in the following paragraph.

Let us consider an oil pipeline monitoring system.
Let O be an oil processing node (e.g., a hub). Let us
further assume that O neither consume nor produces
any amount of oil in the pipeline. That is, the incoming
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Figure 1. (a) Measured and Actual oil flows. (b)Adversary alters some oil flows.

flow of oil in O is equal to the outgoing flow of oil from
O. This scenario is depicted in Fig. 1(a). Here, the
node O has two incoming and two outgoing pipelines.
We assume that each of these four edges (pipelines)
has sensors put into them to measure the oil flow. We
denote the actual oil flow and the sensed oil flow by
the tuple (x, x′) placed above each edge in Fig. 1(a).

Since the node O does not consume or contribute to
the overall oil flow, the following invariant is satisfied
by the flows through O.

u+ v = z + y

However, it is impossible for sensor nodes to measure
oil flow with absolute accuracy. Therefore, we can as-
sume that the following modified invariant would hold
in case of the sensed measurements.

|u′ + v′| − |z′ + y′| < ε (1)

Here, the error term ε has been introduced to mit-
igate the effect of measurement inaccuracy. For most
of the available sensors, the value of ε is expected to
be fairly small. Therefore, we justifiably assume that
our hypothetical monitoring system monitors the oil
flow in all the edges shown in the picture and raises a
red flag if the invariant in (1) is not maintained. Now,
let us consider an adversary Mallory with control over
the sensors placed in two of the edges. With malicious
intent, Mallory modifies the original sensor readings
from u′ and z′ to u′′ and z′′ respectively. This scenario
has been highlighted in Fig. 1(b). Here, we consider
the following two possibilities.

1. In the first scenario, Mallory, guided by her attack
goal, randomly picks up two higher or lower val-
ues for u′′ and z′′ independently of each other. If
the error parameter ε in (1) is reasonably small,
the modified sensor values u′′ and z′′ would vi-
olate the invariant stated in (1) with very high

probability. In that case, this modification of sen-
sor readings by Mallory would be caught by the
monitoring system with very high probability.

2. In the second scenario, Mallory systematically
assigns values to u′′ and z′′ such that the invari-
ant stated in (1) holds. Although Mallory does not
have absolute freedom to choose any pair of values
for u′′ and z′′ in this scenario, she still holds the
power to modify the overall oil flow through the
node O to a much lower or higher value according
to her attack goal. Since, the invariant in (1) is
not violated, Mallory successfully evades the mon-
itoring system by adhering to this attack policy.

The above example clearly demonstrates that ran-
dom false data injection attacks are likely to be caught
by a monitoring system designed for device malfunc-
tions. However, more sophisticated ‘systematic false
data injection’ attacks require more dynamic monitor-
ing system to be in place. In fact, an active adversary is
capable of changing its attack strategy depending upon
the defense mechanism in place. Therefore, thwarting
an active adversary is significantly more challenging
than dealing with device malfunctions. Game theory
has been extensively used in different domains to model
rational entities and how they behave. Quite naturally,
we find it appropriate to model the attacker-defender
interaction as a strategic game. In this paper, we give
an overview of how game theory can be used to iden-
tify the key resources of a pipeline infrastructure and
protect them against an active adversary.

For brevity and convenience, we will, without loss of
generality, refer only to oil pipelines in the remainder
of this work. The methods are still applicable to other
types of pipelines such as water, gas etc.
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2 Pipeline Representation

Figure 2 presents a pipeline map for the crude oil
and refined products in the United States of America2.
This map clearly demonstrates that a pipeline struc-
ture can be best modeled as a graph. That is, entities
like oil wells, refineries etc. would form the node set of
the graph, while the interconnecting pipelines between
any two of these nodes would form the edge set. From
a theoretical point of view, a pipeline between two such
nodes are bi-directional in nature. That is, oil can flow
in any direction in a generic pipe infrastructure. How-
ever, in real world, oil usually flows in a single direction
along a particular pipe. For example, a pipe connect-
ing an oil well and a refinery, oil is supposed to flow
from the well to the refinery, not the other way around.
Therefore, we represent a pipeline infrastructure by a
directed graph.

Figure 2. Pipeline Map for Crude Oil and Re-
fined Products in United States.

Formally, we model an oil pipeline infrastructure as
a flow network3 G(V,E) [3]. Here, G(V,E) is a directed
graph in which every edge (u, v) ∈ E has a maximum
capacity c(u, v) such that c(u, v) ≥ 0. Again, V =
S∪T ∪I where S, T and I are mutually exclusive set of
nodes themselves. Here, S and T are the set of sources
and sinks respectively. In case of oil pipelines, all the
oil-fields or wells would form S and refineries could be
viewed as sinks for crude oil flow. Now, a flow in the
network G is a real valued function f : V × V → R
such that it respects the following three constraints.

2http://www.exxonmobilperspectives.com/wp-
content/uploads/2011/11/US-Pipeline-Map-Current.png

3Readers are encouraged to go through [3] for a basic under-
standing of flow networks.

1. Capacity Constraints : For all (u, v) ∈ E,
f(u, v) ≤ c(u, v).

2. Skew Symmetry : For all (u, v) ∈ E,
f(u, v) = −f(v, u).

3. Flow Conservation: For all nodes u ∈ V such that
u /∈ S ∪ T ,

∑
w∈V f(u,w) = 0.

In this paper, we assume that there are m sources,
n sinks and e edges in the flow network. Furthermore,
W = (w1, w2, · · · , wn) is a weight vector such that ∀i,
0 ≤ wi ≤ 1 holds. Here, each weight value wi ∈ W
is associated with the ith sink ti ∈ T . The weight of
a sink indicates its importance relative to the other
sinks. An important sink ideally has a higher weight
value than a comparatively less important sink. For
example, a government facility that performs high end
research may have a high weight value close to 1. A
consumer gas pump, on the other hand, can have a
very low weight value closer to 0. These weight values
would be used to formalize the attack objective of an
adversary. Intuitively, an adversary gains more utility
by attacking an important node (e.g., a government
research facility) than attacking an ordinary node like
that of a remote consumer gas pump. Therefore, ad-
versaries in our model have more incentive to attack a
sink with higher weight values.

Again, we assume that D = (d1, d2, · · · , dn) is a
vector of n positive integers such that each di denotes
the amount of oil required by the ith sink ti ∈ T .
We assume that the current pipeline infrastructure is
sufficient to meet the requirements of all the sinks in
T . That is, if Dδ = (dδ1, d

δ
2, · · · , dδn) is the maximum

amount of flow the ith sink ti can receive from all its
incident edges at any given time δ under the maximum
flow fδ, the following inequality would hold.

∀1≤i≤n, di ≤ dδi =
∑
v∈V

fδ(v, ti) (2)

Intuitively, the D vector indicates how much flow
the sinks of the network usually consume for carrying
out its usual operation. That is, the operational func-
tionality of a sink ti is disrupted if it receives a flow
α such that α < di. Of course, the level of disruption
is proportional to (di − α). That is, the operation of
the sink is more disrupted if it receives less amount of
flow. On the other hand, we assume that an excess
flow does not contribute to the overall utility of a sink.
That is, a sink ti does not have any use for an excess
flow (α − di) if it receives a flow α such that α ≥ di.
Therefore, the objective of an adversary is to disrupt
the pipeline infrastructure so that a sink ti receives a
flow less than that of di.
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3 Stackelberg Competition

Stackelberg competition [13] is a strategic game in
Economics involving two parties: a leader and a fol-
lower. It is named after the famous German economist
Heinrich Freiherr von Stackelberg. In the general set-
tings, these two parties are competing for a shared mar-
ket. The market leader is supposed to control larger
portion of the market share and therefore has the power
to commit to a new action. The follower, upon observ-
ing the leader’s action, acts rationally and chooses an
action that maximizes her utility. The major principles
of the Stackelberg competition are as follows.

1. P1 : The leader takes the first action.

2. P2 : The leader knows ex ante that his actions are
observable to the follower.

3. P3 : The leader is aware of the utility function of
the follower.

4. P4 : Both player act rationally. That is, each
player is only concerned about maximizing her
utility.

The Stackelberg leadership model has been used
in many research works in the security domain (e.g.,
[7, 11]). In this domain, a defender assumes the role
of the leader and an attacker acts as the follower. In
our model, the defending monitoring system acts as
the leader. Here, the monitoring system has the lux-
ury to go first by choosing early which edges to pro-
tect. Therefore, our model respects the principle P1
of the Stackelberg model mentioned above. Again, an
attacker (follower) in our model can observe the action
of the defender. That is, an adversary knows which
sensors have been protected by the defender. There-
fore, principle P2 is respected in our model. Again,
P3 is respected since the monitoring system knows ex
ante that the utility of an adversary is to disrupt the
pipelines as much as possible so that important nodes
in the network receives less amount of flow. Finally,
it is reasonable to assume that both parties involved
acts rationally to maximize his/her utility. Therefore,
it is obvious that the Stackelberg competition model is
aptly suitable to our pipeline monitoring system.

3.1 Subgame Perfect Nash Equilibrium

Let us consider a Stackelberg competition where the
leader L has a set of available actions denoted by Al

and the follower F has a set of available actions de-
noted by Af . Let Ul(al, af ) and Uf (al, af ) be the util-
ity functions of the leader and the follower respectively.

Here, al ∈ Al and af ∈ Af are the actions taken by
the leader and the follower. Now, let us assume that
the leader takes a hypothetical action al. Since, the
follower observes this action, being a rational entity he
would play an action that would maximize her utility.
Therefore, the best response of a follower to an action
al played by the leader can be characterized by the
following equation.

a∗f (al) = argmax
af∈Af

Uf (al, af ) (3)

Since the leader knows the utility function of the
follower, the leader can deduce that if he plays al, the
follower’s response would be to play a∗f (al). Therefore,
being a rational entity, the leader would optimally play
an action a∗l such that it would maximize his utility.
That is, leader’s optimal action can be defined in the
following way.

a∗l = argmax
al∈Al

Ul

(
al, a

∗
f (al)

)
Please note that in the above equation, we take into

account the fact that the follower always responds with
his optimal action given any action the leader played.
Now, substituting the value of a∗f from (3), we can
obtain the optimal action of the leader.

a∗l = argmax
al∈Al

Ul

(
al, argmax

af∈Af

Uf (al, af )

)
(4)

Finally, the optimal action of the follower would be
his best response against that of the leader. There-
fore, the optimal action of the follower is defined by
the following equation.

a∗f = argmax
af∈Af

Uf (a
∗
l , af ) (5)

This pair of optimal actions
(
a∗l , a

∗
f

)
forms the sub-

game perfect Nash equilibrium of the competition. Any
pair of rational players would ultimately converge to
these actions.

4 Pipeline Attacker-Defender Game

In this section, we present a game theoretic approach
to model the Pipeline Attacker-Defender Game as a
Stackelberg competition. As we have mentioned ear-
lier, the monitoring system takes the role of the leader
while the attacker becomes the follower in our game.
Therefore, the defense system has the opportunity to
go first and place the defense mechanism before the
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attack happens. However, the attacker observes this
defense, and plays his best response so as to maximize
her utility given the defense mechanism the defender
placed to thwart him.

In our model, we assume that both the defender and
the attacker are constrained by some budget. That is,
the defender does not have the budget to secure all the
edges in the network. An attacker, on the other hand,
does not have the budget to attack every edge in the
network. In this paper, we assume that the defender
has the budget to secure at most M edges in the net-
work. An attacker, on the other hand, can attack at
mostK edges in the network at any given round. Since,
a pipeline network is a very large infrastructure in gen-
eral, we reasonably assume that |E| >> (M +K). We
further assume that both the attacker and the defender
always spend their maximum budget. Again, we as-
sume that once the defender protects an edge, it is not
feasible for the attacker to attack that edge. Therefore,
a rational attacker always refrain herself from attacking
the protected edges.

Action Space

Definition 1. Defense Action, al: An action of the
defender, denoted by al, is a subset of the edge set E
such that al has exactly M edges. That is, al is an
defense action if and only if the following holds.

(al ⊂ E) ∧ (|al| = M)

Definition 2. Defense Action Space, Al: The action
space of the defender, denoted by Al, is the set of all
possible distinct defense actions.

Al = {al|(al ⊂ E) ∧ (|al| = M)}
Here, the defender chooses to defend all theM edges

in the defense action al. Clearly, the action space of the
defender consists of all such possible defense actions,
i.e., all possible such sets of edges. Since, there are(
e
M

)
possible ways to choose M distinct edges at a time

from a set of e edges, the cardinality of Al is
(
e
M

)
.

Definition 3. Attack Action, af : An action of the
attacker, denoted by af , is a subset of the edge set E
such that af has exactly K edges. That is, af is an
attack action if and only if the following holds.

(af ⊂ E) ∧ (|af | = K)

Definition 4. Attack Action Space, Af : The action
space of the attacker, denoted by Af , is the set of all
possible distinct defense actions.

Af = {af |(af ⊂ E) ∧ (|af | = K)}
Needless to mention, there will be

(
e
K

)
distinct ac-

tions in the attacker’s action space.

Utility Functions

Before we describe the utility functions, we need to
describe how we can calculate maximum flow through
our network. There are many algorithms proposed to
date to calculate the maximum flow through a given
network (e.g., Ford-Fulkerson Algorithm [4], General
Push-Relabel Algorithm [5] etc.). But, all of them
work on a network with a single source and a single
sink. However, we can use a simple trick to convert
our multi-source, multi-sink network to an extended
single source, single sink network [3]. A maximum flow
through the extended network will be equivalent to the
maximum flow through our original network.

Definition 5. Constructing Extended Graph: A multi-
source, multi-sink flow network G(V,E) can be con-
verted to an equivalent single-source, single-sink ex-
tended network Gπ (Vπ, Eπ) with a cost function cπ by
the following two step process.

1. Vπ ← V ∪ {s∗, t∗}

2. Eπ ← E

for all pair of nodes u, v ∈ V

• cπ(u, v) = c(u, v)

for all sources s ∈ S

• Eπ ← Eπ ∪ {(s∗, s)}
• cπ(s

∗, s) ← ∞
for all sinks t ∈ T

• Eπ ← Eπ ∪ {(t, t∗)}
• cπ(t, t

∗) ← ∞

Here, a super source and a super sink have been
added to the network. Furthermore, edges with infinite
capacity have been added from the super source to all
the other sources and from all the sinks to the super
sink. Therefore, the extended graph Gπ is assumed to
have a single source s∗ and a single sink t∗.

Definition 6. Contribution Factor, cf: Let G (V,E)
be a flow network, E′ ⊂ E be a subset of edges
and Gπ(Vπ, Eπ) be the corresponding extended network.
Now, if f ′

π be the maximum flow through the modi-
fied extended network G′

π (Vπ, Eπ − E′), the contribu-
tion factor of the edge subset E′, denoted as cf(E′), is
defined by the following equation.

cf(E′) =
∑
ti∈T

(
wi × Pd

(
di,

∑
v∈V

f ′
π(v, ti)

))
(6)
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Here, Pd is a protected version of the arithmetic dif-
ference function defined as follows.

Pd(x, y) =

{
x− y if(x ≥ y)
0 Otherwise

(7)

That is, if the first argument of Pd is greater than
or equal to the second argument, Pd behaves as the
normal difference function. However, if the second ar-
gument is greater than the first argument, Pd returns
0 instead of returning the difference. Again, in Def. 6,
we delete the edge subset E′ from the extended net-
work, and measure how much less flow each sink ti is
getting than their required flow of di and add these
measurements weighted by their corresponding weight
value wi. It should be noted that if a particular sink
is getting more flow than it needs, it would not con-
tribute to the overall contribution factor of the edge
set E′. This is because, the sink is already receiving
all the flow it needs without E′. On the other hand,
if a sink receives less flow than it requires, it would
contribute positively to the cf of E′.

Definition 7. Attacker’s Utility Function, Uf : Let
al ∈ Al and af ∈ Af be the actions chosen by the de-
fender and the attacker respectively. The utility func-
tion of the attacker, denoted by Uf (al, af ) is defined by
the following equation.

Uf (al, af ) = cf(af − al) (8)

It should be noted that the above mentioned utility
function can be further simplified to cf(af ) if the con-
dition al ∩ af = ∅ holds. Therefore, under this utility
function, there is no incentive for the attacker to at-
tack an edge that has already been protected by the
defender.

Definition 8. Defender’s Utility Function, Ul: Let
al ∈ Al and af ∈ Af be the actions chosen by the de-
fender and the attacker respectively. The utility func-
tion of the attacker, denoted by Ul(al, af ) is defined by
the following equation.

Ul(al, af ) = −cf(af − al) (9)

It should be noted that the choice of the utility
functions has converted our defender-attacker game
to a well known class of games called the Zero-Sum
Games [12].

Equilibrium Actions

Let us define the optimal defense strategy S∗
l in the

following way.

S∗
l = argmin

Sl∈Al

(
argmax

Sf⊂(E−Sl)∧|Sf |=K

cf(Sf )

)
(10)

Again, we define the optimal attack strategy S∗
f by

the following way.

S∗
f = argmax

Sf⊂(E−E∗
M )∧|Sf |=K

(cf (Sf )) (11)

Here, according to S∗
l , the defender would play ac-

tion a only if playing a minimizes the overall contribu-
tion factor of any remaining K edges. Again, according
to S∗

f , the attacker would play b only if b has the maxi-
mum contribution factor among all possible K element
sets comprised of the remaining e−M edges. It should
be noted that since the defender plays first, his action
does not depend on the actual action the attacker plays.
The attacker’s action, on the other hand, depends on
the defender’s action.

Theorem 1. The pair of strategies (S∗
l , S

∗
f ) forms a

Nash Equilibrium for the Defender-Attacker game un-
der the utility functions Ul and Uf .

Proof. We have to show that the defender can not do
better by deviating from S∗

l given that the attacker
would follow his strategy S∗

f and vice versa. Let us
first show that S∗

l is the optimal action for the defender
under the utility function Ul.

Let us assume that for a given flow network G(V,E),
the defender and the attacker plays the actions p∗ and
q∗ by following their action strategies S∗

l and S∗
f re-

spectively. Now, assume that the defender deviates
from his strategy S∗

l and plays an action p′. But, the
attacker follows his strategy S∗

f and plays an action q′

in response of p′. It should be noted that although the
follower does not deviate from her strategy S∗

f , his ac-
tion has been changed from q∗ to q′. This is because,
the action of the attacker depends on the observed ac-
tion of the defender under the strategy S∗

f . According
to the definition of S∗

l and S∗
f , the following must hold.

cf(q∗) ≤ cf(q′)

Again, since the attacker follows strategy S∗
f , the

attacker does not attack an protected edge. There-
fore, both p∗ ∩ q∗ = ∅ and p′ ∩ q′ = ∅ holds. There-
fore, under the attack strategy of S∗

f , the utility func-
tion of the defender can be equivalently written as,
Ul(al, af ) = −cf(af ). Therefore, Ul(p

∗, q∗) = −cf(q∗)
and Ul(p

′, q′) = −cf(q′). Since, cf(q∗) ≤ cf(q′) holds,
the condition −cf(q∗) ≥ −cf(q′) also holds. Therefore,
Ul(p

∗, q∗) ≥ Ul(p
′, q′). Therefore, the defender can not

do better by deviating from the strategy S∗
l .
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To prove that the attacker can not do better by de-
viating from his strategy S∗

f , let us again assume that
the defender and the attacker play (p∗, q∗) under their
respective strategies. Now, let us assume that the at-
tacker deviates from his strategy and plays q′. Now,
there are two possibilities. First, p∗ ∩ q′ = s such that
s �= ∅. In this case, Uf (p

∗, q′) = cf(q′ − s). Since
cf(q′) ≥ cf(q′ − s) always holds according to the def-
inition of contribution factor, Uf (p

∗, q∗) ≥ Uf (p
∗, q′)

would also hold. Therefore, the attacker does not gain
by deviating from his strategy.

In the second scenario, p∗ ∩ q′ = ∅. In this case, ac-
cording to the definition of S∗

f , cf(q
∗) ≥ cf(q′). There-

fore, Uf (p
∗, q∗) ≥ Uf (p

∗, q′) holds. That is, even in the
second case, the attacker does not gain by deviating
from her attack strategy.

Therefore, the attack strategy (S∗
l , S

∗
f ) forms a Nash

Equilibrium under the utility functions Ul and Uf .

Therefore, the above theorem proves that an de-
fender is better off following his strategy S∗

l under the
utility functions Ul and Uf . That is why, an effective
defense mechanism should try to secure the set of edges
under the strategy S∗

l to maximize his utility. However,
finding an optimal defense action under the strategy S∗

l

may prove to be computationally expensive. In that
case, we argue that the defender can adopt heuristic
based approximations of the optimal strategy S∗

l . For
example, one such strategy for the defender might be
to always choose edges based on the individual contri-
bution factor. That is, a defender would choose the
edge with the maximum contribution factor from the
remaining set of unchosen edges.

5 Conclusion

We present a game theoretic approach to model
pipeline monitoring system in the adversarial context.
We use Stackelberg competition to model the attacker
defender interaction and show the equilibrium condi-
tion under reasonable utility functions. We are cur-
rently in the process of acquiring information regard-
ing Texas pipeline structure. We would like to perform
a thorough simulation on this dataset and empirically
evaluate our model in the near future.
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