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Near Real-time Forgery Detection and Localization
in Stereo RGB and 3D LiDAR Data from

Autonomous Vehicles
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Abstract—The widespread availability of applications for forg-
ing multimedia data bolsters the need for their detection and
localization especially in autonomous decision-making systems
such as autonomous vehicles. Traditional and machine learning
methods have been researched extensively for the detection of
the same in 2D images but are scarce for the 3D point cloud.
Recent trends have seen a shift to leverage the power of deep
learning. While recent studies have proposed deep learning-
based architectures for accurate detection of forgery in 2D,
studies in detection and localization in 3D, in general, are still
in preliminary stages. We propose a Forgery Detection and
Localization network (FDL-Net) that accurately detects in 2D and
localizes the forgery simultaneously in 2D and 3D point cloud.
Such a Vision Based Measurement (VBM) system can compute
the probability of forgery for each pixel in the image and predict
the tampered area ultimately. We train FDL-Net on groups of
Easy, Medium, and Hard automatically-generated attacks on
RGB and point clouds, based on the KITTI Object Recognition
dataset. FDL-Net is able to detect and localize forgery with a high
Intersection over Union scores of 0.9773, 0.9324, and 0.73451 for
each group respectively and localize the region of attack in 2D
stereo RGB and 3D point cloud in less than 300 milliseconds.
In comparison to current state-of-the-art architectures, FDL-Net
is superior in its ability to detect and localize not only Easy,
Medium but also Hard attacks that are not visible in most cases
to the naked eye. To show that our proposed end-to-end network
can be a general approach to segment the forged area within the
streaming data, we compare its performance with other state-
of-the-art methods on benchmark datasets such as CASIA V1.0
and CASIA V2.0.

Index Terms—Autonomous Driving, convolutional neural net-
works, Forgery Localization, Forgery detection, 3D point cloud,
Computer Vision, Self-driving Vehicles, Attacked Dataset

I. INTRODUCTION

AS enthusiasm and demand for autonomous vehicles and
shipment robots grow, the need for a system to authenti-

cate the data captured by these self-driving vehicles becomes
urgent to address. To be able to navigate, such a system has
to collect data to sense the environment around them. The
sensors, installed on them, are a pair of stereo RGB cameras
that collect the 2D information (as left and right views) and 3D
LiDAR (Light Imaging Detection and Ranging) sensors that
collect the depth information by the concept of time of flight.
The latter captured information (in 360 degrees) is considered
as an unstructured 3D point cloud where each point is stored
as coordinates of X, Y, and Z.
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For safer operations of such a system, typically remote
human operators are employed to observe and track the
behavior of the autonomous vehicle by streaming the stereo
camera and the LiDAR data. During this streaming of data
over a network, the data from the autonomous vehicles are
potentially vulnerable to attacks. Hackers can manipulate the
data on the transmission and mislead the vehicle and the
human operator in the loop. To prevent and minimize the risk
of the tampered data, an authentication model is necessary to
identify the forged data and enable the autonomous vehicle
to make the best decision in near real-time, which represents
essentially an approximation of time performance of our test
cases.

As discussed in [1] [2], vision-based measurement has been
leveraged in various automated applications from analyzing
the state and intention of the drivers by monitoring their face
and predicting any potential human errors to eliminate the
accident chance [3] [4] or sensing the environment, detecting
objects and finding the path by robots [5] [6] to counting
the calories and detecting nutrition of food by analyzing the
meal picture [7]. Following the requirements mentioned in
[2], our work is a VBM system involving data collected from
vision sensors installed on autonomous vehicles, creating an
appropriate dataset, and proposing a deep learning approach to
authenticate vision data used for measurement and monitoring
of autonomous vehicles/robots.

A. Proposed Approach

In this paper, we propose a novel neural network approach,
FDL-Net (Forgery Detection and Localization Network), to
detect and localize the forgery without any pre-processing or
post-processing step. Our proposed Vision Based Measure-
ment (VBM) model not only detects forgery very accurately
but also localizes it in 2D and 3D in near real-time. Likewise
the human eyes that may visually detect and localize the
tampered area by evaluation of the entire image to recog-
nize different shades, sharp borders, or even different quality
around the tampered area, FDL-Net learns such above men-
tioned differences by detecting statistical anomalies introduced
at the pixel level. In this way, if the digital forgeries do not
leave any clue for tampering and consequently human eyes
are not able to catch it, there is still this chance that our
approach detects it due to the altered statistics. By extracted
discriminative features, the model can measure the probability
of forgery for each pixel and localize the forged area at the
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Fig. 1. Our Proposed Flow Diagram.

image level in near real time. The perceived level of danger for
an autonomous car depends on the distance. The reaction time
to detect and localize the attack is required to be much lower
for attacks that are closer to the car making near real-time
a crucial requirement. On the other hand, the farther attacks
that manifest as smaller regions of attack require an accurate
model as they are hard to detect.

The FDL-Net is a U-Net [8] style network to extract
more robust features with respect to more complicated input
data. The architecture of the vanilla U-Net that is originally
designed for biomedical image segmentation, consists of two
paths, contracting (or encoder) and expansive (or decoder).
The contracting path, used for feature extraction purpose, is
built of several convolutional layers followed by downsam-
pling layers (that can be considered as an issue in segmentation
task as we discussed later). In the expansive path, used for
predicted mask construction, they have an up-sampling step
followed by a convolutional layer that leads to halving the
number of feature channels and then be concatenated with the
corresponding feature map extracted from the contracting path.
In the last layer, there is a convolutional layer to classify each
pixel based on the final feature vector.

Convolutional Neural Network approaches leverage the
down-sampling layers in the architectures to reduce the com-
putational cost however, down-sampling layers lead to loss of
valuable information. For instance, in a tampered image that
contains a small area under attack, the ratio of forged pixels to
non-forged pixels is very small. Therefore, the down-sampling
steps in the network can lead to loss of information such as
forged pixels resulting in the failure of the model.

In FDL-Net, we chose a different backbone (which is
not including any down-sampling step) to extract the robust
features of the input data and used a hybrid loss function
to diminish the effects of the imbalanced dataset. The model
obtained by FDL-Net is used to localize the area under attack
in stereo RGB images. Then, we are able to map the extracted
area in 2D to 3D point cloud data by camera calibration
parameters and 3D K-Nearest neighbors.

Figure 1 shows the operation sequence of the proposed
approach to localize forged area in 2D RGB images and 3D
point cloud data. Having detected and localized forgery in
RGB images, we proceed to localize the same in the 3D point
cloud. The segmentation mask obtained from the FDL-Net

model is essentially a localization of the forged area in 2D.
The center of the segmentation mask is computed from the
extracted bounding box of the segmented region. The center
point presenting the forged region in 2D is then mapped to
the point of interest in 3D. We then compute the region of
attack in the 3D point cloud by running a 3D K-NN search.
The details are furnished in later sections.

To train the FDL-Net, we utilize the framework introduced
in ADD-FAR [9] to create a dataset based on the KITTI
3D Object Benchmark Suite [10] automatically. This attacked
dataset meets our requirements and consists of tampered 2D
RGB images and ground truth segmented masks, correspond-
ing 3D point cloud data and camera calibration parameters
which used for forgery localization in 3D point cloud data.

Our Contributions The proposed approach works in near
real-time: the average time for forgery localization is around
66 milliseconds giving the ability to raise alerts about the
forgery almost immediately. The localization of the detected
forgery in 3D LiDAR data, run on a machine without GPU,
takes around 200 milliseconds (due to the voluminous nature
of the point cloud data) and can facilitate near real-time
process for subsequent threat evaluation and mitigation. Exper-
imental results show that the proposed FDL-Net can identify
forged pixels in RGB images even when the ratio of the forged
pixels to the entire scene’s pixels (i.e., forgery ratio) is very
low. FDL-Net can detect and localize forgery with high IoU
(Intersection over the Union) scores of 0.9773, 0.9324, and
0.73451 in images with forgery ratios of 0.06 (Easy attacks),
0.026 (Medium attacks), and 0.005 (Hard attacks).

II. RELATED WORK

Manipulation of multimedia data is primarily of two types
namely Steganography and Tampering and their detection
methods can be categorized as proposed by A. Piva et. al [11]
into Active and Passive Approaches. The Active Approaches
have some source information and use methods such as
Watermarking and Digital Signatures. For instance, Bahirat
et. al [12] proposed a watermarking based framework for
Authentication and Localization of tampering in RGB and
3D point cloud. On the other hand, Passive Approaches also
referred to as Blind Forensics [13] primarily deal tampered
data where source information is not available. While all the
methods have been progressively getting better, deep learning




